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Documentation Information

This section describes the conventions and revision history of this document.

Documentation Conventions

Instructional Icons

Icon

Description

@Tip

Indicates information that can help you make better use of your product.

@Note

Indicates references that can further describe the related topics.

&Caution

Indicates situations that could cause data loss or equipment damage.

&Warning

Indicates situations that could cause minor personal injury.

ADanger

Indicates situations that could cause major personal injury or even death.

Notational Conventions

Item Description
The quotation marks enclose the name of a software interface element. For
example, click “OK”.

[] The text in boldface denotes the name of a hardware button. For example, press the
PTT key.
The symbol directs you to access a multi-level menu. For example, to select “New”

->

from the “File” menu, we will describe it as follows: “File -> New”.

Revision History

Version

Release Date Description

R1.0

10-2015 Initial release
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1. Overview

1.1 Feature Description

KMA (Key Management Assistant) is a key management tool. It is designed to create keys, and write the
key file into terminal in encryption form to ensure key security. The keys available for management

include TMO authentication key (K), air interface encryption key (DMO/TMO SCK) and E2EE key.

This tool is applicable to the terminal whose firmware version is R7.0 (V3.07.10.006 for portable

terminals) or above.

1.2 Interface Description

The home interface of KMA is shown in the following figure.

Q& Oy Write @ Hep About
Tetra KMA Deliver File

#+ Import License File

Time Build File Path Select | Delete

3/

Area Function

Implement an operation by clicking the appropriate icon.
1 ® Com: click to select the port for communication between the PC and terminal.

® Write: click to write the key file into the terminal.
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Area Function

® Help: click to display instructions on KMA use.

® About: click to display the software version.

Select the items to be configured, including K Edit, SCK Edit, E2EE Edit, Create and Deliver.
? Click on any item to access its configuration interface.
3 The configuration interface.
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2. Before Use

2.1 Hardware Requirements

To write the key file into a terminal, a qualified programming cable is required, which is subject to

terminal model, as described below.

Terminal Model Programming Cable

PT580H Plus PC36

Z1p PC66

Figure 2-1 PC36 Programming Cable (for PT580H Plus)

Figure 2-2 PC66 Programming Cable (for Z1p)
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2.2 KMA and Related Documentations

Consult your dealer to obtain KMA and related documentations.

® KMA software installation package

® TETRA Terminal KMA Operation Guide Rx.x

2.3 Installing KMA
&Caution

When installing the KMA onto the computer with a language other than simplified Chinese, select

“English” as the display language of the KMA.

Step 1 Double-click the KMA software installation package, and follow the on-screen instructions to

complete the installation process.

When the following interface appears, make the right choice as per your actual requirements,

and click “Next” to proceed.

ﬁ! Setup - TETRA Key Management Assistant l = |

Select Components
Which componerts should be installed?

Select the components you want to install; clear the components you do not want to
install. Click: Meast when you are ready to continue.

PL-2302 Driver Installer 31 MB

Cument selection requires at least 6.3 MB of disk space.

<Back || MNet> | | Canesl

The computer can identify the connected terminals only after PL-2303 Driver Installer is
installed. If PL-2303 driver has been installed during other installation tasks, uncheck the
“PL-2303 Driver Installer” to avoid repetitive installation. If not installed previously, PL-2303

Driver Installer is required.
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Step 2 Follow the consequent installation instructions.
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3. Basic Operations

This part describes how KMA is used to create a key and write it into a terminal.

=

Y

3.1 Operation Flow

Adding a key

Y

Creating a key file

Y

Writing a key file

Operation Description Chapter

Adding a key Add a K key, SCK key or E2EE key as per actual needs. 3.2

Create a key file via the added key. The key file would be
Creating a key file 3.3
encrypted to ensure key security.

Writing a key file Import the key file and write it into a terminal. 3.4

3.2 Adding a key

3.2.1 Adding a K Key

Step 1 Click “K Edit” to access its configuration interface.

Step 2 Click “Add”, and input the key name in the pop-up window. Then click “OK”.

Step 3 Click “Add”, and input the TEI and the key value of appropriate terminal.

@Note:

You can click “Import” directly if there is a TEI-K file already.
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+ Add +  Import
TEI K Delete
0001302F5006600 32243467 2FB368426D2F080054217F30 Delste
0001302F5006610 5FB13E2E7T394A2F5A3BFF1A9464B43A6C Delete
Save Exit
Parameter Description

Terminal Equipment Identity, consisting of 15 hexadecimal

characters.
Note:
TEI
You can find the TEI via the label, which locates at the aluminum chassis
(portable terminals) or at the bottom side of the control panel (mobile
terminals).
K The authentication key, a 32-bit hexadecimal string.

Step 4 Click “Save” to end.
3.2.2 Adding a SCK Key

Step 1 Click “SCK Edit” to access its configuration interface.
Step 2 Click “Add”, and input the key name in the pop-up window. Then click “OK”.

Step 3 In the “Version” field, input the key version, and input key value in the “Value” field.
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@Note:

> You can click “Import” directly if there is a SCK key file already.
> You can click “Export” to export the ready-to-use key file for future use.

> You can click “Random” to generate the random keys.

Key Mo. | Wersion Value i
Key1 ¢© 0 6D6313AASECFT4A1TI0A
Key2 1 i 50D327EC1EBFSS5FT1E4
Key3 2 0 66154B73370035626014
Key4 3 i 2679001 A4CTB058F41ES
Key5 ¢ 0 2E813AB43CERZEASEAZS =
Key6 S i 53301 C616F007TB016014
Key7 ¢ 0 17847766568443TAB1C2
Key8 7 i 31A2734E4D12085A35F7
Key9 ¢ 0 6D352BER65TC2EEAZASC
Key10 ¢ i 40927 1 AE1AFBEEA4T4AE £
Key11 10 0 607050BC459214806318
Key12 11 i 692A55335C27550F 3430
Key13 12 0 1FBES05A000D1BBE3 169
Key14 13 i 38507FE23859300F 4830
Key15 14 0 09461CF3350056461303
Key16 15 i SC3E15085EDB485A0C8A
Key17 18 0 134544DESFAZ3DDE2004
Key18 17 i 28B24832164TSABC3EFZ il
Import Export Save Exat Random
Parameter Description
Key The name of key. Up to 32 names are allowed.
No. The serial number of key.

The version of key, used for checking key validity.
Version
The range is 0 — 65535.

Value Consisting of 20 hexadecimal characters.

Step 4 Click “Save” to end.
3.2.3 Adding a E2EE Key
E2EE includes hardware E2EE and software E2EE.

Hardware E2EE requires you to input the SIM card number while software E2EE needs you to input key
9



Basic Operations KMA Operation Guide

length and key value.
Step 1 Click “E2EE Edit” to access its configuration interface.
Step 2 Click “Add”, and input the key name in the pop-up window. Then click “OK”.

Step 3 For hardware E2EE, input SIM card number in the “SIM” field; for software E2EE, select the
appropriate key length in the “Key Length” field and configure appropriate key value in the

“Value” column.

Koy Valus =

SIM 0000000:00000:0000000:0

Key Length[bils] 2%¢&¢

KE}I" 1 ATBEAdCTTZE425EATBEAZB8425EFASDBCAEFAMSDCT288425EFA0BCAETT23AD
KE}"Q AZ2SEABCDZEE4 2SEFANSDEF ADCT ZEB4EEEFI0ZESEFA)SDBCAEFA00aBCAfdTIABC
Key3

Key4

Key5

Key6

Key?

Keys

Key9

Key10

Key11

Key12
Key13
[Key14

Key15

Key16

Key17

Key18

Key19

[P T il

Parameter Description

The number of the SIM card used by the terminal, consisting of 20

hexadecimal characters.
Note:

The terminal will automatically check/verify the number of the inserted SIM
SIM card upon power-on. If this number is different from the existing number
preset via the KMA in the terminal, a prompt “Invalid Card" will be

displayed on the screen. And the terminal will be locked and cannot be

operated.

If the terminal displays a prompt “Please insert the SIM card.” on the

screen upon power-on, it means no SIM card is inserted into the terminal.

10
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Parameter Description

In this case, the terminal you need to insert the SIM card.

Key Length The length of key, including 128bit and 256 bit.

The E2EE key.

Value ® 128bit: consisting of 32 hexadecimal characters.

® 256bit: consisting of 64 hexadecimal characters.

Step 4 Click “Save” to end.

3.3 Creating a Key File
Step 1 Click “Create” to access the creation interface.

To generate a key file, check the appropriate option, and choose the key to be used for the key

file from the drop-down list. The following figure shows an example of K.

Title Faram
K Swiich ™
‘K Source File K_11 iy
SCK Switch ]
SCK Source File -
E2EE Switch O
E?EE Source File -
Save Exit

Step 2 Click “Save”.
Step 3 In the pop-up window, select the storage directory and input the file name.
Step 4 Click “Save” to end.

The key file in “.kma” format will be saved to your specified directory.

3.4 Writing a key file
Step1 Power on the terminal.

Step 2 Use the programming cable to connect the terminal to the computer with KMA installed.

11
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There are different programming cables for different terminals. Please refer to 2.1 Hardware

Requirements for details.

Programming Cable

Step 3 Run KMA.
Step 4 Click “Com”.
Step 5 Choose the right port from the drop-down list and click “OK”.

. N
Com

Please Select the Port

cos M

Ok Cancel

Step 6 Click “Deliver” and the import interface will appear.

Step 7 Click “Load File”, and choose the key file (.kma) generated at 3.3 Creating a Key File. Then click
“Open’”.

12
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Q& E@ Write ® Help About
Tetra KMA Deliver File

4+ Import License File Load File

Time Build File Path Select | Delete

FEH 5-08-19 16:57:48 ChUsers'x=13644\Documentsifield.kma B’ Delete

Step 8 Check the key file to be written, and click “Write”.

Q& G Com E@ Write @ Help About
Tetra KMA Deliver File

+ Import License File <4 Load File

Time Build File Path Select | Delete

2015-08-19 16:57:48 C:lUsersicl 3648 Documentsifiled.kma |z Delete

Cancel

13
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Step 9 Click “OK” to start writing.

Restart the terminal when the interface displays “Waiting for reboot...”.

KMA Operation Guide

-

Write

Waiting for reboot. .

Cancel

e

~

The key file has been written successfully when the interface displays “Write the keys

successfully! Restart...”.

-

kma

"-.

&

I_,\ Write the keys successfull restart..

Step 10 Click “OK” to end.

14
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4. Related Operations
4.1 Deleting a Key

In the key configuration interface, you can delete all displayed keys but will not remove them from the
terminal. The method for deleting K key, SCK key and E2EE key is the same. The following part takes

deleting a K key for example.

Step 1 Click “K Edit” to access its configuration interface.

@Note:

To delete SCK key or E2EE key, click “SCK Edit” or “E2EE Edit” respectively.

Q& {a Com g@ Write @ Help About
Tetra KMA

Time Build K Walue

2015-08-19 17:02:09 Ea K_111

Step 2 Select the unnecessary keys and click “Delete”.

4.2 Deleting a Key File

In the KMA interface, you can delete all displayed key files but will not remove them from the terminal or

from your customized storage directory on the PC.

Step 1 Click “Create” to access the creation interface.

15
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Q& g@ Write @ Help About
Tetra KMA Create File

W Delete +  Create

Time Build File Log
2015-08-19 16:57.48 3 file01

Step 2 Select the unnecessary key files and click “Delete”.

16
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5. FAQ

Q: During key writing, why do | receive the prompt “Init Port error! Please check your port!”?

A: Check whether the terminal is connected properly via the programming cable, and check whether the

right communication port is selected.

Q: During adding K key, why do | receive the prompt “The terminal's TEI cannot match with the K, please

import a correct TEI-K files!”?

A: It indicates the TEI-K file does not contain the TEI information of current terminal. Consult your dealer

to obtain the right TEI-K file and try again.

Q: During adding K key, why do | receive the prompt “The format of TEI-K file is not correct! Please

check it!"?

A: It indicates the TEI-K file format is wrong. Consult your dealer to obtain the right TEI-K file and try

again.

17
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A Abbreviation

Abbreviation Full Name
DMO Direct Mode Operation
E2EE End-to-End Encryption
KMA Key Management Assistant
SCK Static Cipher Key
TEI Terminal Equipment Identity
TETRA Terrestrial Trunked Radio
TMO Trunked Mode Operation

18
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